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EnterSafe
SOFTWARE DEVELOPER’'S AGREEMENT

This Software Developer’'s Agreement (“SDA”) is a legal agreement between you (either an individual or a single entity)
and EnterSafe Corporation for the software that accompanies this SDA, which includes computer software and may
include associated media, printed materials, “online” or electronic documentation, and Internet-based services
(“Software”).YOU AGREE TO BE BOUND BY THE TERMS OF THIS SDA BY INSTALLING, COPYING, OR
OTHERWISE USING THE SOFTWARE. IF YOU DO NOT AGREE, DO NOT INSTALL, COPY, OR USE THE
SOFTWARE; YOU MAY RETURN IT TO YOUR PLACE OF PURCHASE FOR A FULL REFUND, IF APPLICABLE.

1. GRANT OF LICENSE. EnterSafe grants you the rights described in this SDA provided that you comply with all terms
and conditions of this SDA.

1.1 EnterSafe grants you a limited, nonexclusive license to use the Software, and to make and use copies of the Software,
for the purposes of designing, developing and testing your software applications.

1.2 EnterSafe grants you to merge and link the Software with other programs for the sole purpose of protecting those
programs in accordance with the usage described in the Developer's Guide. You may make archival copies of the
Software.

2. LIMITATIONS ON REVERSE ENGINEERING, DECOMPILATION, AND DISASSEMBLY. You may revise, reverse
engineer, decompile, disassemble, enhanced or otherwise modified the Software, except only to the extent that such
activity is expressly permitted by applicable law notwithstanding this limitation.

3. NO RENTAL OR COMMERCIAL HOSTING. You may not rent, lease, lend or provide commercial hosting services with
the Software.

4. LIMITATION OF LIABILITY AND REMEDIES. Notwithstanding any damages that you might incur for any reason
whatsoever (including, without limitation, all damages referenced herein and all direct or general damages in contract or
anything else), the entire liability of EnterSafe and any of its suppliers under any provision of this SDA and your exclusive
remedy hereunder shall be limited to the greater of the actual damages you incur in reasonable reliance on the Software
up to the amount actually paid by you for the Software.

5. DISCLAIMER OF WARRANTIES. to the maximum extent permitted by applicable law, EnterSafe and its suppliers
provide the Software and support services (if any) AS IS AND WITH ALL FAULTS, and hereby disclaim all other
warranties and conditions, whether express, implied or statutory, including, but not limited to, any (if any) implied
warranties, duties or conditions of merchantability, of fithess for a particular purpose, of reliability or availability, of
accuracy or completeness of responses, of results, of workmanlike effort, of lack of viruses, and of lack of negligence, all
with regard to the Software and the provision of or failure to provide support or other services, information, software, and
related content through the Software or otherwise arising out of the use of the Software. ALSO, THERE IS NO
WARRANTY OR CONDITION OF TITLE, QUIET ENJOYMENT, QUIET POSSESSION, CORRESPONDENCE TO
DESCRIPTION, OR NON-INFRINGEMENT WITH REGARD TO THE SOFTWARE.

6. RESERVATION OF RIGHTS AND OWNERSHIP. EnterSafe reserves all rights not expressly granted to you in this
SDA. The Software is protected by copyright and other intellectual property laws and treaties. EnterSafe own the title,
copyright, and other intellectual property rights in the Software.

7. TERMINATION. This SDA is effective until terminated. Upon any violation of any of the provisions of this SDA, rights to



use the Software shall automatically terminate and the Software must be returned to EnterSafe or all copies of the
Software destroyed. You may also terminate this SDA at any time by destroying all copies of the Software in your
possession or control. If EnterSafe makes a request via public announcement or press release to stop using the copies of
the Software, you will comply immediately with this request. The provisions of paragraphs 2, 3, 4, 5 and 6 will survive any

termination of this SDA.



CE Attestation of Conformity
The equipment complies with the principal protection requirement of the EMC Directive (Directive

89/336/EEC relating to electromagnetic compatibility) based on a voluntary test.

This attestation applies only to the particular sample of the product and its technical documentation provided

for testing and certification. The detailed test results and all standards used as well as the operation mode are

listed in
Test report No. 70407310011
Test standards: EN 55022/1998 EN 55024/1998

After preparation of the necessary technical documentation as well as the conformity declaration the CE marking as shown below can
be affixed on the equipment as stipulated in Article 10.1 of the Directive. Other relevant Directives have to be observed.

FCC certificate of approval

This Device is conformance with Part 15 of the FCC Rules and Regulations for Information Technology

Equipment.

uUSB

1nen [
This equipment is USB based.

WEEE

Dispose in separate collection.
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1 Overview

1.1 What’s Encrypted File System

The Encrypting File System (EFS) is a file system driver with filesystem-level encryption available in Microsoft Windows
(2000 and later) operating systems, except Windows XP Home Edition, Windows Vista Basic, and Windows Vista Home
Premium. The technology transparently allows files to be encrypted on NTFS file systems to protect confidential data from

attackers with physical access to the computer.

1.2 Preparing for EnterSafe Minidriver

Before use EFS with EnterSafe Minidriver, the following requirements should be satisfied:
1. Install EnterSafe Minidriver;

2. Certificate installation on the EnterSafe Minidriver Token:;

3. Folder creation;
4

Folder encryption.

2 Infrastructure Configuration

2.1 Architecture

The general infrastructure needed is:

+ Windows Client on an NTFS partition, Windows Vista as an example.
+  Active Directory

+  Certificate Authority

2.2 Microsoft Encrypted File System

2.2.1 Prerequisite

In order to successfully accomplish the following use case, you need a computer running Windows Vista and a user
account with administration rights.
In order to support the Encrypted File System, the File System Type must be set to NTFS. This is done when installing the

Widows operating system.


http://en.wikipedia.org/wiki/Filesystem-level_encryption
http://en.wikipedia.org/wiki/Microsoft
http://en.wikipedia.org/wiki/Windows
http://en.wikipedia.org/wiki/Windows_2000
http://en.wikipedia.org/wiki/Encryption
http://en.wikipedia.org/wiki/NTFS
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2.2.2 Widows Vista Properties

To activate the EFS using the EnterSafe Minidriver Token, you must proceed as follows:

1. On the Windows Vista Control Panel, select Administrative Tools.

2. Click on Local Security Policy (you must be a member of the Administrator Group).

3. On the Public Key Policies, right-click on Encrypting File System and select Properties. The Encrypting File

System Properties dialog appears as shown in Figure 1:

s

Encrypting File Systern Properties

General ! Cache

@ Allow
(71 Don't allow

Options

[¥|Require 3 smart card for EFS

[|Enable pagefile encryption

Certificates

not available
key size for self-signed certificates:
| 2048 -

Learn mare about the Encrypting File System

File encryption using Encrypting File System (EFS):

[ Encrypt the contents of the user's Documents folder
[¥] create caching-capable user key from smart card

[¥] Display key backup notifications when user key is created or changed

[¥] Allow EFS to generate self-signed certificates when a certification authority is

EFS template for automatic certificate requests:

Browse...

(6]4 J [ Cancel Apply

Figure 1 Encrypting File System Properties-General

4. In File encryption using Encryption File System (EFS) area, select Allow.

5. InOptions area, check Require a smart card for EFS.

6. In Certificates area, clear Allow EFS to generate self-signed certificates when a certification authority is not

available.

7. Inthe Encrypting File System Properties area click on the Cache tab. By checking the User locks workstation, you

clear the encryption session key cache when the workstation is locked, as shown in Figure 2:
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s -

Enc:ypﬁng File "System Properties

General | Cache

Clear encryption key cache when:

[¥Cache timeout occurs!
Cache timeout:

430 L : | minutes

User locks workstation

To ensure that the cache is deared, smart cards must be removed from the smart
card readers.

Learn more about EFS caching

[ (],4 ] I Cancel ] Apply

Figure 2 Encrypting File System Properties-Cache

3 EnterSafe Minidriver Token Use Cases

3.1 Performing EFS Operations With An Existing Certificate

Before using the EnterSafe Minidriver Token for EFS, the Token should contain a smart card logon certificate. And the
certificate must have the EFS attribute.

After you log on to the workstation, please create a folder for the EFS, for example, named EFS_example. And create a
file in the folder.

To encrypt the folder and its files, proceed as follows:

1. Right-click on the EFS_example folder and then click on Properties, as shown in Figure 3:
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| - EF5_example Properties ==

General iSharing ISecuﬁt'_.r I Previous Versions Custumize|

j EFS_example
Type: File Folder
Location: CAN
Size: 0 bytes

Size on disk: 0 bytes

Contains: 0 Files, i Folders

Created: Today, April 18, 2008, 2 minutes ago

Atributes: [HRead-only {Only applies to files in folderk
[] Hidden [ Advanced... ]

| ok || cancel

&
T

Figure 3 EFS folder Properties

2. Click on Advanced, as shown in Figure 4:

i =

Advanced Attributes 5]

A= Choose the settings you want for this folder.

When you didk OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well.

Archive and Index attributes

[Falder iz ready for archiving

[¥] Index this folder for faster searching

Compress or Encrypt attributes

[ Compress contents to zave disk space

[¥|Encrypt contents to secure data Details

Figure 4 Advanced Attributes

3. Inthe Advanced Attributes dialog, you must check Encrypt contents to secure data and then click on OK twice.
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4. Inthe Confirm Attribute Changes, select Apply changes to this folder, subfolder and files and then click on OK.

o o

Confirm Attribute Changes
You have chosen to make the following attribute changes:

disahle archiving

Do you want to apply this change to this folder only, or do you want to
apply it to all subfolders and files as well?

(71 Apply changes to this folder only

@ ifpply changes to this folder, subfolders and files;

[ 0K ] I Cancel

Figure 5 Confirm Attribute Changes

5. Inthe Encryption File System dialog, select Use an existing smart card certificate, as shown in Figure 6:

. Encrypting File System

«I? Do you have a smart card for file encryption?

This computer is configured to require a certificate on a smart card for file encryption.
To encrypt this file, insert your smart card and select one of the options below.

% Create a new smart card certificate
Create a new file encryption certificate on the smart card and encrypt the file.

i 9 Use an existing smart card certificate
: Search the smart card for an existing file encryption certificate and use it to
encrypt the file,

How do I use a smart card for file encrvption?

Figure 6 Select an existing smart card certificate

6. Select the user certificate and then click on OK, as shown in Figure 7:
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. Enc:}rpﬁng ﬁegystem (=3

Select the certificate you want to use.

Issued to Issuedby  Intende... Friendly ... Expiratio... Location

3/25/2108

L] 1] [k

[ (8]4 _][ Cancel H View Certificate ]

Figure 7 Select a certificate

7. Then the PIN dialog pops up. Enter your PIN code and then click on OK, as shown in Figure 8:

. Windows Security =k
Encrypting File System

You are encrypting a file or trying to access an encrypted file using a
srnart card., Enter your smart card PIN,

——  test
Smart card credential
test@test-PC

= |

Figure 8 PIN dialog
The EFS_exmaple folder is now encrypted.
The folder is now accessible only for the EFS_exmaple. To access the files in this folder, you must log on as
EFS_exmaple and use your smart card.
If another user logs on to your PC, he or she cannot open the EFS_exmaple encrypted folder, even if that user has
administrative rights for the PC.
If you log on as EFS_exmaple without a smart card, you will be unable to access to the encrypted files. You will be

resquested to attach the smart card, as shown in Figure 9:
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Windows Security =

Encrypting File System
You are encrypting a file or trying to access an encrypted file using a
srnart card., Enter your smart card PIN,

| ‘ Insert a smart card

QK ] I Cancel

Figure 9 Prompt to insert a smart card

3.2 Creating A New Certificate For EFS Operations

After you log on to the workstation, please create a folder for the EFS, for example, named EFS_example. And create a
file in the folder.
To encrypt the folder and its files, proceed as follows:

1. Right-click on the EFS_example folder and then click on Properties, as shown in Figure 10:
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| - EF5_example Properties ==

General iSharing ISecuﬁt'_.r I Previous Versions Custumize|

j EFS_example
Type: File Folder
Location: CAN
Size: 0 bytes

Size on disk: 0 bytes

Contains: 0 Files, i Folders

Created: Today, April 18, 2008, 2 minutes ago

Atributes: [HRead-only {Only applies to files in folderk
[] Hidden [ Advanced... ]

| ok || cancel

&
T

Figure 10 EFS folder properties

2. Click on Advanced, as shown in Figure 11:

i =

Advanced Attributes 5]

A= Choose the settings you want for this folder.

When you didk OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well.

Archive and Index attributes

[Falder iz ready for archiving

[¥] Index this folder for faster searching

Compress or Encrypt attributes

[ Compress contents to zave disk space

[¥|Encrypt contents to secure data Details

Figure 11 Advanced Attributes

3. Inthe Advanced Attributes dialog, you must check Encrypt contents to secure data and then click on OK
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twice.
4. Inthe Confirm Attribute Changes area, select Apply changes to this folder, subfolder and files and then

click on OK.

o o

Confirm Attribute Changes
You have chosen to make the following attribute changes:

disahle archiving

Do you want to apply this change to this folder only, or do you want to
apply it to all subfolders and files as well?

(71 Apply changes to this folder only

@ ifpply changes to this folder, subfolders and files;

[ 0K ] I Cancel

Figure 12 Confirm Attribute Changes

5. Inthe Encryption File System dialog, select Create a new smart card certificate, as shown in Figure 13:

Encrypting File System

«I? Do you have a smart card for file encryption?

This computer is configured to require a certificate on a smart card for file encryption.
To encrypt this file, insert your smart card and select one of the options below.

- < Create a new smart card certificate
! Create a new file encryption certificate on the smart card and encrypt the file.

=% Use an existing smart card certificate

Search the smart card for an existing file encryption certificate and use it to
encrypt the file,

How do I use a smart card for file encrvption?

Figure 13 Select an existing smart card certificate

6. Then you will be requested to enter the user PIN of the smart card, as shown in Figure 14:
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-

Microsoft Smart Card Provider
Please enter your PIM,

r 1| PIN
| = |

Click here for mare information

=

| oK

| | Ccancel

Figure 14 PIN dialog

7. Anew smart card certificate is created in your Token.

8. Select the created user certificate and then click on OK, as shown in Figure 15:

I

g Encr}rpiing FEE‘Sys’tem

Select the certificate you want to use.

Issued to Issued by  Intende... Friendly ...

3/25/2108

Expiratio...

Location

Mot avail...

4 I

[ »

[ Ok ] [ Cancel

H View Certificate ]

Figure 15 Select a certificate

9. Then you will be requested to enter the user PIN. Enter your PIN code and then click on OK, as shown in Figure

16:

10
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.

Windows Security

Microsoft Smart Card Provider
Please enter your PIM,

PIN

Click here for more information

| oK

| | Ccancel

Figure 16 PIN dialog

The EFS_example folder is now encrypted successfully.

11
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